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1
Decision/action requested

This contribution provides a solution for TR 33.880 for conveying authorisation information
2
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

*********************The following is new text********************

7.2.X
Solution #1.X : EAR authorisation
7.2.X.1
Overview

The MC System contains a number of sensitive signalling requests where a remote ‘requester’ causes an action to occur on a target MC client, either with or without that client’s permission. These requests include Ambient Listening, Ambient Video, Video Pull, etc. It is a requirement that the ability to use these features should be controlled; only certain users may be permitted to make these requests.

Currently, signalling is protected hop-by-hop within the MC System. This causes a challenge for the above requirement. In an MC Domain which is interconnected or supporting migration, signalling may pass through multiple MCX Servers from the requester to the target client. In this scenario, both the target’s MCX Server and the target’s client are unable to check the identity of the requester, or whether the requester has permission to perform the action. This leaves the client open to attack via misuse of sensitive signalling requests. 

While Solution #1.6 allows a request to be signed and hence associated to the originating a MC entity, it does not convey to the receiver that a requester is authorised to make a request. The solution proposed allows the user’s authorisation to be conveyed to the receiver. 

7.2.X.2
Motivating security requirements

The motivating security requirements are the same as those for Solution #1.6.
7.2.X.3
Solution description

7.2.X.3.1
Overview

The purpose of authorisation is to convey to the receiver that the requester has permission to take an action. Most authorisations are managed by the MCX Server. However, some authorisations cannot be managed by the MCX server. The following situations describe authentication and authorisation mechanisms in the MC system.

-
Network access: Authentication and authorisation of the MC client are provided by the access token.

-
Signalling between the home MC Domain and a directly-connected MC client: Authentication is provided by the SIP core or by use the CSK. Authorisation of the MC client is provided by user configuration document. Authorisation of the MC domain is implicit due to the direct connection.
-
Privileged signalling sent within the MC network (e.g. Ambient listening request): Authentication should be provided by an EAR. The signalling may be authorised by the mechanism defined in this solution (the receiving client needs to rely on the MC domain to only allow authorised requests through, and for privileged signalling, this is insufficient).
NOTE 1: Privileged signalling is signalling which allows one client to remotely cause an intrusive action on another client.

- 
Signalling from a network entity in a partner domain towards a network entity in the home domain (e.g. group call request from partner MCPTT server to primary MCPTT server): Authentication may be provided by an EAR. The signalling may be authorised by the mechanism defined in this solution (e.g. the home domain does not know if the requesting entity is a MCPTT server).

- 
Signalling from a group client attached to a partner MC Domain. Authentication should be provided by an EAR attached to the request. Authorisation of the MC client is provided by the user configuration document. The Group Management Server may be authorised by the mechanism defined in this solution.
NOTE 2:
Apart from group signalling, signalling from a partner client connected to a partner domain is authenticated and authorised by the partner domain. For non-privileged signalling, where this signalling impacts the home domain, the signalling is authenticated and authorised by the partner domain (as above), rather than the partner client.

-
Signalling between the home network and a home client who has migrated to a partner MC Domain: Authentication should be provided by an EAR attached to the request. Authorisation of the MC client is provided by the user configuration document. The home MC Domain may be authorised by the mechanism defined in this solution.

-
Off-network signalling between MC clients: Authentication should be provided by an EAR attached to the request. The signalling may be authorised by the mechanism defined in this solution (e.g. the MC client does not know if the requesting client is permitted to initiate this signalling flow).
The above analysis demonstrates that a solution is required in a number of scenarios to convey authorisation within the MC System. In each case, an EAR is used to convey authentication. The following are the authorisations that need to be conveyed:

-
The role of entities within the MC domain (e.g. only Group Management Servers are authorised to send group notifications, only MCX servers are authorised to send key download messages). The following roles are required:

-
MCPTT client

-
MCVideo client

-
MCData client

-
MCPTT Server

-
MCVideo Server

-
MCData Server

-
CS Proxy

-
IS Proxy

-
Group Management Server

-
The permission to send privileged signalling within the network (e.g. only specific clients are able to send Ambient Listening requests). Privileged signalling is signalling which allows one client to remotely cause an intrusive action on another client. The following are privileged signalling requests which should be explicitly authorised:

-
MCPTT Private call request in automatic commencement mode (TS 23.379).

-
MCPTT Ambient listening call request (TS 23.379).

-
MCPTT Remotely initiated MCPTT call request, in unnotified mode (TS 23.379).

-
MCVideo Private call request (including private call, video pull and video push) in automatic commencement mode (TS 23.281).

-
MCVideo Remote video push request in automatic commencement mode (TS 23.281).

-
MCVideo Ambient viewing call request (TS 23.281).

-
MCData standalone data request for application consumption (TS 23.282).

-
MCData standalone session data request for application consumption (TS 23.282).

-
MCData session data request for application consumption (TS 23.282).

-
MCData group standalone data request for application consumption (TS 23.282).

-
MCData group data request for application consumption (TS 23.282).

-
MCData FD request with mandatory indication (TS 23.282).

-
MCData group standalone FD request with mandatory indication (TS 23.282).

-
The permission to send off-network signalling requests to another MC client (e.g. MCData standalone data request). All off-network signalling requests may be explicitly authorised. The following are the off-network signalling requests:

-
MCPTT Group call announcement (TS 23.379).

-
MCPTT emergency alert announcement (TS 23.379).

-
MCPTT Call setup request (TS 23.379).

-
MCVideo Group communication announcement (TS 23.281).

-
MCVideo emergency alert announcement (TS 23.281).

-
MCVideo Private communication request (TS 23.281).

-
MCVideo Capability request (TS 23.281).

-
MCVideo Activity request (TS 23.281).

-
MCData standalone data request (Clause 7.4.3.3.2, TS 23.282).

-
MCData group standalone data request (Clause 7.4.3.4.2, TS 23.282).

7.2.X.3.2
Conveying authorisation
Authorisation is conveyed using the MC entity’s SIP URI (e.g. MC Service ID) that is used to sign the EAR. Authorisation information is contained within a SIP URI Header (known as an MC authorisation field). MC authorisation fields are added to the SIP URI to provide information on the MC entity’s authorisations. Each set of authorisations are described using a hexidecimal string.

MC authorisation fields are encoded using the standard SIP URI Header mechanism (RFC 3261). After a ?, the fields are encoded as ampersand separated hname = hvalue pairs. Each authorisation hvalue is a bit field denoting the entity’s permissions. The bit fields are defined in Clause 7.2.X.3.4. The bit field is encoded in hex within the SIP URI.

Table 7.2.X.3.2-1 contains the defined SIP URI header names (hname) for the authorisation fields.

Table 7.2.X.3.2-1: SIP URI Header name denoting a MC authorisation field 

	SIP URI Header name
	Purpose
	Table defining value bit-field

	mc-role-client
	Defines the authorised roles for the client
	Table 7.2.X.3.4.2-1

	mc-role-server
	Defines the authorised roles for the network function/entity
	Table 7.2.X.3.4.2-2

	mc-priv-mcptt
	Defines the authorised MCPTT privileged signalling.
	Table 7.2.X.3.4.3-1

	mc-priv-mcvideo
	Defines the authorised MCVideo privileged signalling.
	Table 7.2.X.3.4.3-2

	mc-priv-mcdata
	Defines the authorised MCData privileged signalling.
	Table 7.2.X.3.4.3-3

	mc-offnet-mcptt
	Defines the authorised MCPTT off-network signalling.
	Table 7.2.X.3.4.4-1

	mc-offnet-mcvideo
	Defines the authorised MCVideo off-network signalling.
	Table 7.2.X.3.4.4-2

	mc-offnet-mcdata
	Defines the authorised MCData off-network signalling.
	Table 7.2.X.3.4.4-3


7.2.X.3.3
Adding authorisation to an EAR
An EAR contains the following information elements (as defined in 7.2.6.3.2):

-
Time of request.

-
The SIP URI (e.g. MC Service ID) associated with the requester.

-
The KMS URI associated with the requester.

-
The SIP URI (e.g. MC Service ID) associated with the target.

-
The type of request (e.g. Ambient Listening)

-
A signature over the whole EAR element.

To add authorisation information to the EAR, the SIP URI associated with the requester shall contain authorisation field(s), and the identity-based signature will be created using this SIP URI, including authorisation field(s). 

NOTE: The only entity that could create the signature, and hence the whole EAR, is an entity granted the means to sign using the SIP URI containing the authorisation field(s). The KMS provides the means to sign using a particular SIP URI. By doing so, the KMS has provide authorisation to create the EAR and authorise the specific action.

7.2.X.3.3
Gaining authorisation
Authorisation is originally requested and provided by the IdM. If authorisation is granted, the IdM provides the authorisation information within the scope of an access token. The scope values contained within the access token are defined in Clause 7.2.X.3.4.

The access token is provided to the KMS as defined in TS 33.180. 

The KMS provisions the entity’s keys the entity as defined in Annex D of TS 33.180. As part of the key provisioning process, the KMS may provision the entity keys for multiple SIP URIs that are associated with the entity. 

If supported, where the scope of an access token contains one of the values defined in Clause 7.2.X.3.4, the KMS provides multiple SIP URIs including authorisation fields in the SIP URI. Specifically, for each SIP URI associated with the entity, the KMS provisions:

-
Key material for the SIP URI.

-
Key material for the SIP URI with the applicable authorisation fields included.

The keyed entity may use either SIP URI when signing within the MC System.

7.2.X.3.4
Bit fields for authorisation
7.2.X.3.4.1 
General

The tables contained in this clause define the bit fields used for authorisation. In the tables, the byte ordering is left-most byte first. The bit ordering is least-signficant bit first.
The bit fields may be extended with further bytes in future specifications. Any bytes within the authorisation fields of a MC Service ID that do not correspond with a bit in a table below shall be ignored. The maximum length of a bit field shall be 1024 bits (or 256 hex characters).

7.2.X.3.4.2
Role authorisations

Table 7.2.X.3.4.2-1: User role authorisations

	Byte
	Bit 
	Role authorisation
	Idm scope definition

	0
	0
	MCPTT client
	"3gpp:mc:auth:role:client:ptt"

	
	1
	MCVideo client
	"3gpp:mc:auth:role:client:video"

	
	2
	MCData client
	"3gpp:mc:auth:role:client:data"


Table 7.2.X.3.4.2-2: Server role authorisations

	Byte 
	Bit 
	Role authorisation
	Idm scope definition

	0
	0
	Group Management Server
	"3gpp:mc:auth:role:server:gms"

	
	1
	CS Proxy
	"3gpp:mc:auth:role:server:cs_proxy"

	
	2
	IS Proxy
	"3gpp:mc:auth:role:server:is_proxy"

	
	3
	MCPTT server
	"3gpp:mc:auth:role:server:mcptt"

	
	4
	MCVideo server
	"3gpp:mc:auth:role:server:mcvideo"

	
	5
	MCData server
	"3gpp:mc:auth:role:server:mcdata"


7.2.X.3.4.3
Authorisations for priviledged signalling

Table 7.2.X.3.4.3-1: MCPTT privileged signalling authorisations

	Byte 
	Bit 
	Privileged signalling authorisation
	Idm scope definition

	0
	0
	MCPTT Private call request in automatic commencement mode (TS 23.379).
	"3gpp:mc:auth:priv:mcptt:automatic_private_call"

	
	1
	MCPTT Ambient listening call request (TS 23.379).
	"3gpp:mc:auth:priv:mcptt:ambient_listening"

	
	2
	MCPTT Remotely initiated MCPTT call request, in unnotified mode (TS 23.379).
	"3gpp:mc:auth:priv:mcptt:unnotified_remote_call"


Table 7.2.X.3.4.3-2: MCVideo privileged signalling authorisations

	Byte 
	Bit 
	Privileged signalling authorisation
	Idm scope definition

	0
	0
	MCVideo Private call request (including private call, video pull and video push) in automatic commencement mode (TS 23.281).
	"3gpp:mc:auth:priv:mcvideo:automatic_private_call"

	
	1
	MCVideo Remote video push request in automatic commencement mode (TS 23.281).
	"3gpp:mc:auth:priv:mcvideo:automatic_remote_video_push"

	
	2
	MCVideo Ambient viewing call request (TS 23.281).
	"3gpp:mc:auth:priv:mcvideo:ambient_viewing"


Table 7.2.X.3.4.3-3: MCData privileged signalling authorisations

	Byte 
	Bit 
	Privileged signalling authorisation
	Idm scope definition

	0
	0
	MCData standalone data request for application consumption (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:sds:unnotified_req"

	
	1
	MCData standalone session data request for application consumption (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:sds:unnotified_standalone_session_req"

	
	2
	MCData session data request for application consumption (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:sds:unnotified_session_req"

	
	3
	MCData group standalone data request for application consumption (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:sds:unnotified_group_standalone_req"

	
	4
	MCData group data request for application consumption (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:sds:unnotified_group_req"

	
	5
	MCData FD request with mandatory indication (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:fd:mandatory_req"

	
	6
	MCData group standalone FD request with mandatory indication (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:fd:mandatory_group_req"


7.2.X.3.4.4
Authorisations for off-network signalling
Table 7.2.X.3.4.4-1: MCPTT Off-network signalling authorisations

	Byte 
	Bit 
	Off-network signalling authorisation
	Idm scope definition

	0
	0
	Permission to transmit MCPTT off-network
	"3gpp:mc:auth:offnet:mcptt:use"

	
	1
	MCPTT Group call announcement (TS 23.379).
	"3gpp:mc:auth:offnet:mcptt:group_call_announcement"

	
	2
	MCPTT emergency alert announcement (TS 23.379).
	"3gpp:mc:auth:offnet:mcptt:emergency_alert_announcement"

	
	3
	MCPTT Call setup request (TS 23.379).
	"3gpp:mc:auth:offnet:mcptt:call_setup_req"


Table 7.2.X.3.4.4-2: MCVideo Off-network signalling authorisations

	Byte 
	Bit 
	Off-network signalling authorisation
	Idm scope definition

	0
	0
	Permission to transmit MCPTT off-network
	"3gpp:mc:auth:offnet:mcvideo:use"

	
	1
	MCVideo Group communication announcement (TS 23.281).
	"3gpp:mc:auth:offnet:mcvideo:group_communication_announcement"

	
	2
	MCVideo emergency alert announcement (TS 23.281).
	"3gpp:mc:auth:offnet:mcvideo:emergency_alert_announcement"

	
	3
	MCVideo Private communication request (TS 23.281).
	"3gpp:mc:auth:offnet:mcvideo:private_communication_req"

	
	4
	MCVideo Capability request (TS 23.281).
	"3gpp:mc:auth:offnet:mcvideo:capability_req"

	
	5
	MCVideo Activity request (TS 23.281).
	"3gpp:mc:auth:offnet:mcvideo:activity_req"


Table 7.2.X.3.4.4-3: MCData Off-network signalling authorisations

	Byte 
	Bit 
	Off-network signalling authorisation
	Idm scope definition

	0
	0
	Permission to transmit MCPTT off-network
	"3gpp:mc:auth:offnet:mcdata:use"

	
	1
	MCData standalone data request (Clause 7.4.3.3.2, TS 23.282).
	"3gpp:mc:auth:offnet:mcdata:standalone_data_req"

	
	2
	MCData group standalone data request (Clause 7.4.3.4.2, TS 23.282).
	"3gpp:mc:auth:offnet:mcdata:group_standalone_data_req"


7.2.X.3.5
Example MC Service IDs with authorisation
7.2.X.3.5.1
PTT User (on and off-network)

If a user has the following MC Service ID (without authorisation):

mc.user@example.org 

If the user is authorised to use a mcptt client, on and off-network (but no privileged signalling), then the IdM-provided access token sent to the KMS will contain the following values in the scope:

"3gpp:mc:auth:role:client:ptt"
"3gpp:mc:auth:offnet:mcptt:use"

"3gpp:mc:auth:offnet:mcptt:group_call_announcement"

"3gpp:mc:auth:offnet:mcptt:emergency_alert_announcement"

"3gpp:mc:auth:offnet:mcptt:call_setup_req"

The following is the user’s authorised MC Service ID:

mc.user@example.org?mc-role-client=01&mc-offnet-mcptt=0f  
If supported, the KMS shall provision keys to the user’s KM client for both the original MC Service ID and the authorised MC Service ID.

7.2.X.3.5.2
Dispatcher

If we assume a dispatcher has full permission to take any action (on-network) and the following MC Service ID:

mc.dispatcher@example.org 

Then the authorised MC Service ID is:

mc.dispatcher@example.org?mc-role-client=07&mc-priv-mcptt=07&mc-priv-mcvideo=07&mc-priv-mcdata=7f
